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Notice regarding Unauthorized Access to the IT system of a Philippine Subsidiary 
(Update) 

 
Sumitomo Metal Mining Co., Ltd. (TSE: 5713) (“Sumitomo Metal Mining” or the “Company”) provides an 
update on the ransomware incident resulting from unauthorized access by a third party, previously 
announced on April 8. The incident involved certain servers of Coral Bay Nickel Corporation (“CBNC”; 
Head Office: Palawan Province, Republic of the Philippines), a nickel smelting subsidiary of Sumitomo 
Metal Mining in the Philippines. Please see below for the background, response and impact of the incident. 
Sumitomo Metal Mining sincerely apologizes for any concern this may have caused to its business 
partners and all stakeholders. 
 
[Background and Response] 
On Thursday, April 2, Sumitomo Metal Mining detected that two CBNC servers had been encrypted. As 
the incident was presumed to have been caused by a ransomware infection resulting from unauthorized 
access by a third party, the Company immediately isolated the affected servers. 
Subsequently, Sumitomo Metal Mining identified the intrusion vector, investigated the scope of the impact, 
and worked to restore affected systems and data, while also strengthening measures against 
unauthorized access across the Sumitomo Metal Mining Group, including CBNC. 
 
[Impact] 
- Data leakage 

To date, no leakage of personal information or technical information has been confirmed in 
connection with this incident. 
 

- Production 
There was no impact on CBNC’s production plant, and operations have continued without interruption. 
In addition, there was no impact on production activities at the Group’s other mines, smelters, 
refineries, and plants. 

 
- Communications 

The communications networks at three of the Company’s subsidiaries in the Republic of the 
Philippines, including CBNC, were disconnected; however, they have now been restored. 

 
- Financial results and announcement 

There was no impact on the Company’s consolidated financial results for the fiscal year ended March 
2026 due to this incident, and Sumitomo Metal Mining plans to announce its consolidated financial 
results as scheduled on Monday, May 11. 
In addition, Sumitomo Metal Mining regards the impact on its consolidated financial results for the 
fiscal year ending March 2027 as likely to be limited. 

 


